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THE VISION

a software engineer is tasked to build a new application...

£ '

She broadly identifies domain-specific |
and generic concerns

DR m— B

‘/ Some years from now...

with generic reusable concern units
- Complete set of models from requirements to
implementation
* Interactive guidelines

- Variations of the concern + their implications on system
goals

e - et SRR

A concern specialist is on call, if help is needed

= ot
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CONCERN-ORIENTATION

A concern groups related functionality across all
software development phases (from requirements
models to designh models and implementation), and
provides three interfaces to facilitate reuse

Variation Interface Feature Model and Impact Model

Customization Interface : :
I } Provided for each notation used

- - _
to describe concern

Usage Interface
pEe—— - ————l
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“ Prowded by Reusable EXAM PLE

Concern lerary

Application , ~ Access Control }
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Sequence Diagram ¥ | Sequence Diagram
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EXAMPLE: OPEN DOOR

Employee Door
enter open door unlock entered

e ¢ —¢ i
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EXAMPLE: OPEN DOOR

Employee

X

enter open door

[ ¥

Door

Jnlock entered

Employee

+ void openDoor( Door door)

L ¢ I

Door

+ void unlock ()
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EXAMPLE: OPEN DOOR

Employee

X

enter open door

¥

Employee

+ void openDoor( Door door)

target:Employee door:Door
openDoor(Door doou‘): void :
P, |
1 unlock() [
: i
|

Door
Janlock entered

Door

+ void unlock ()

target:Door

unlock(): void |

P

I
System.out.printin("Door opened successfully!")

I

P S - J
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ACCESS CONTROL: FM & IM

Access Control

X0

A F N
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ACCESS CONTROL: FM & IM

Access Control

Code Card

Improve
Security

- D
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ACCESS CONTROL: FM & IM

Access Control

Code Card

Improve
Convenience

Improve
Security

- COE
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ACCESS CONTROL: FM & IM

Access Control

)
b
ar
) 3
4 |
i |
. ,
)
}

Code Card '

&

Improve
Convenience h
4

iz » o - - 3 ) S =1 S

Code > < Card > < Code > < Card >

6
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ACCESS CONTROL MODELS

|User |ProtectedAsset
i authenticate EnterCredentials ) authenticated
PR [correct]
@ <. > |
\\ ,’
\ grant access for
5 seconds

Incorrect]

failed
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ACCESS CONTROL MODELS

|User |ProtectedAsset
%authenticate EnterCredentials authenticated
PR [correct)
2 N\
. N x I
(N grant access for
5 seconds
[Incorrect]
failed
i ProtectedAsset
Credential credentials I
- <@ - long lastAuthenticated
~ boolean check(Credential credential)| '~ + * |protectedAction ()
+ void authenticate( Credential givenCredential )

|User
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ACCESS CONTROL MODELS

|User |ProtectedAsset
iauthenticate EnterCredentials authenticated
Ry [correct)
e < * |
\\ ,'
(N4 grant access for
5 seconds
[Incorrect]
failed
i ProtectedAsset
Credential cradentiala |
. <@ - long lastAuthenticated
~ boolean check( Credential credential ) " + * |protectedAction()
+ void authenticate( Credential givenCredential )
|User
target:|ProtectedAsset credential:Credential

authenticate(Credential givenCredential): void
>
1
loop| [ Credential credential : credentials ]
:credentialValid := check(givenCredential)

1
opt] | credentialValid ]

lastAuthenticated = System.currentTimeMillis()

-1}-‘-‘-----1----d
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ACCESS CONTROL MODELS

 |User :‘ | |ProtectedAsset

authenticate EnterCredentials

authenticated
Ry [correct]
e < * |
\\ ,'
(N4 grant access for
5 seconds

[Incorrect]

failed
: [ |ProtectedAsset &
Credential credentials —
- @ - long lastAuthenticated
~ boolean check ( Credential credential)| ' |;5Fo(eéd¢tio ()“'

target:|ProtectedAsset credential:Credential

authenticate(Credential givenCredential): void -

» i

1 1

loop [qrodential credential : credentials ] :

:credentiaNalid := check(givenCredential) '

. »

1 1

opt [cro.dentialValid] :

1 ]

lastAuthenticated = System.currentTimeMillis() :

1 1

T L

' )

e -
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ACCESS CONTROL MODELS

|ProtectedAsset

check check access ProtectedAction

@ %

[allowed] ,

s
{ P,
g
\1

[not allowed]

failed
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ACCESS CONTROL MODELS

|ProtectedAsset

ProtectedAction

P
PR h
4 Po
T
\

check check access

e %

[allowed]

[not allowed]

failed

target:|ProtectedAsset

|protectedAction(): *

Rt
I

currentTime := System.currentTimeMillis()

|
opt| [ (cyrrentTime - lastAuthenticated) <= 5000 ]
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ACCESS CONTROL MODELS

|ProtectedAsset

[“ProtectedAction

check check access

@ %

[allowed]

[not allowed]

failed

target:|ProtectedAsset

e 8

currentTime := System.currentTimeMillis()

|
opt| [ (cyrrentTime - lastAuthenticated) <= 5000 ]
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ACCESS CONTROL MODELS

|User

% enter enter code entered

® * i
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ACCESS CONTROL MODELS

User :
I Credential |User
% enter enter code + void enterCode( |ProtectedAsset asset, int number)
® % T
Code

- int number

+ create(int number)
~ boolean check( Code otherCode )
+ int getNumber()

CSER SPRING MEETING © MATTHIAS SCHOTTLE, JORG KIENZLE & GUNTER MUSSBACHER 2015



ACCESS CONTROL MODELS

User :
| Credential |User
i enter enter code + void enterCode ( |ProtectedAsset asset, int number)
Code

- int number

+ create(int number)
~ boolean check( Code otherCode )
+ int getNumber()

target:Code otherCode:Code
check(Code otherCode): boolean | ’

> I
1 number := getNumber() 1
L »

valid := number == otherNumber

“ target:|User asset:|ProtectedAsset

enterCode(|ProtectedAsset asset, int number): void | |
g |
1 code := create(number) 1
: code:Code | 1
I 1
I authenticate(code) : :
' »
I I
I 1
S DD T D D D D S s s i -
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ACCESS CONTROL MODELS

Credential
enter code + void enterCode (|ProtectedAsset asset, int number)
Code

- int number

+ create(int number)
~ boolean check( Code otherCode )
+ int getNumber()

target:Code otherCode:Code
check(Code otherCode): boolean | ’

> I
1 number := getNumber() 1
L »

valid := number == otherNumber

“ target:|User asset:|ProtectedAsset

enterCode(|ProtectedAsset asset, int number): void | X
> ’

1 code := create(number) 1

[ code:Code | 1

| 1

I authenticate(code) : !

' »

I 1

1
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|User

ACCESS CONTROL MODELS

swipe card entered

% 1
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ACCESS CONTROL MODELS

Credential |User
swipe card entered + void swipeCard( |ProtectedAsset asset, String data)
Card
- String data

+ create( String data )
~ boolean check( Card otherCard )
+ String getData()
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ACCESS CONTROL MODELS

|User .
Credential |User
i enter swipe card entered + void swipeCard( |ProtectedAsset asset, String data )
Card
- String data

+ create( String data )
~ boolean check( Card otherCard)
+ String getData()

target:Card otherCard:Card
check(Card otherCard): boolean | |
» |
1otherData := getData() 1
: P

valid := data.equals(otherData)

i i -: target:|User asset:|ProtectedAsset
swipeCard(|ProtectedAsset asset, String data): void |
>

1 card := create(data)

.| card:Card

I
: authenticate(card) :

T R
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ACCESS CONTROL MODELS

Credential

swipe card entered

o——x—|

|

+ void swipeCard( |ProtectedAsset asset, String data)

Card

- String data

+ create( String data )
~ boolean check( Card otherCard)
+ String getData()

target:Card otherCard:Card
check(Card otherCard): boolean | '
» .
1otherData := getData() 1
’ »

valid := data.equals(otherData)

target:|User

e e e -

I
% swipeCard(|ProtectedAsset asset, String data): void :
>

1 card := create(data)

asset:|ProtectedAsset

I
: authenticate(card)

.| card:Card

T R
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REUSE: VARIATION

Employee Door

+ void openDoor(Door door) + void unlock ()

CSER SPRING MEETING © MATTHIAS SCHOTTLE, JORG KIENZLE & GUNTER MUSSBACHER 2015



REUSE: VARIATION

Employee Door

+ void openDoor(Door door) + void unlock ()
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REUSE: VARIATION

Employee Door

+ void openDoor( Door door) + void unlock ()

Improve Security : 1 Improve User Convenience : 1

AccessControl
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REUSE: VARIATION

Employee

Door

+ void openDoor( Door door) + void unlock ()

Improve Security : 2 Improve User Convenience : 8

AccessControl
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REUSE: CUSTOMIZATION

Employee Door

X

enter open door unlock entered
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REUSE: CUSTOMIZATION

Employee Door

X

enter open door unlock entered

check check access ProtectedAction

@ %

[allowed]

[not allowed]

failed
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REUSE: CUSTOMIZATION

Employee Door

X

enter open door unlock entered

{ [ProtectedAsset

check check access ProtectedAction

@ %

[allowed]

|User = Employee |ProtectedAsset = Door

[not allowed]

failed
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check

REUSE: CUSTOMIZATION

Door

Emplavee

agpen door unlock entered

check access (allowed]

>

[not allowed]

failed
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REUSE: CUSTOMIZATION

Emplavee

apen door entered

check check access

@ %

[allowed]

[not allowed]

failed
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REUSE: CUSTOMIZATION

Emp pyee D .

entered

apen door

check check access |
[allowed] &
® Y :
|Usér = Employee RrotectedAsset = Door

[not allowed]

X

failed
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|ProtectedAsset

REUSE: USAGE

Employee Door

X

enter open door unlock entered

check check access

ProtectedAction
[allowed] N

>

[not allowed]

failed
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REUSE: USAGE

Employee Door

X

enter open door unlock entered

|ProtectedAsset

ProtectedAction

check access
[allowed] r

>

[not allowed]

failed
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REUSE: CUSTOMIZATION

Employee Door

+ void openDoor(Door door) + void unlock ()
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REUSE: CUSTOMIZATION

Employee

+ void openDoor( Door door)

Credential

credentials

Door

+ void unlock ()

~ boolean check( Credential credential )

AN

Card

- String data

+ String getData()

+ create ( String data )
~ boolean check( Card otherCard )

1.*

+ void swipeCard( |ProtectedAsset asset, String data )
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REUSE: CUSTOMIZATION

Eonee

+ void openD {Door door)

Credential

credentials

Door

+ void unlock ()

<

~ boolean check( Credential credential )

AN

Card

- String data

+ String getData()

+ create ( String data )
~ boolean check( Card otherCard)

1.*

+ void swipeCard ( |ProtectedAsset asset, String data )
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REUSE: CUSTOMIZATION

Eonee

+ void openD {Door door)

Credential

credentials

Door

+ void unlck()

<

~ boolean check( Credential credential )

AN

Card

- String data

+ String getData()

+ create ( String data )
~ boolean check( Card otherCard)

1.*

+ void swipeCard ( |ProtectedAsset asset, String data )
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REUSE: CUSTOMIZATION

Eonee

+ void openD {Door door)

Door

+ void Ick()

Liedenial credentials
<
~ boolean check( Credential credential)| '~
JAN
Card

- String data

+ String getData()

+ create ( String data)
~ boolean check( Card otherCard)

h - long lastAuthe ited
protectwAction()
+voi]_authenticate ( Credential givenCredential )

+ void swipeCard ( |ProtectedAsset asset, String data )
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REUSE: USAGE

Employee

+ void openDoor( Door door)

Credential

credentials

Door

+ void unlock ()

|ProtectedAsset

~ boolean check( Credential credential )

AN

Card

- String data

+ create ( String data )

~ boolean check( Card otherCard )
+ String getData()

1.*

& - long lastAuthenticated

+ * |protectedAction()
+ void authenticate ( Credential givenCredential )

|User

+ void swipeCard ( |ProtectedAsset asset, String data )
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REUSE: USAGE

Employee Door

+ void openDoor(Door door) + void unlock ()
: |ProtectedAsset
Credential credentials :
= Py ong lastAuthenticated _
~ boolean check( Credential credential ) 1 'IbOtdAtiO(‘) -
/N | + void authenticate ( Credential givenCredential ) [¢
Card |User

b+ id swipeCrd( |ProteedAsset sset,tring data ',

||+ String getData '
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COMPOSITION: WORKFLOW

Employee Door

X

enter open door

AC unlock entered
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COMPOSITION: WORKFLOW

Employee Door

X

enter open door AC unlock entered

[

Door

check check access success

[allowed]
® % |

[not allowed]

failed
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COMPOSITION: WORKFLOW

Employee Door

X

enter open door

unlock entered

Employee Door
iauthenticate EnterCredentials authenticated
RN [correct]
® <) % i
\\ ,'
X4 grant access for
5 seconds
Door .
[iIncorrect]
check check access , success '
. x [allowed] I failed
[ — e

[not allowed]

failed
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COMPOSITION: WORKFLOW

Employee Door

X

enter open door

unlock entered

Employee Door
iauthenticate EnterCredentials authenticated
RN [correct]
@ <> % i
\\ ,'
| N grant access for
5 seconds

Door ,
[iIncorrect]

check check access success

[allowed]
® % |

[not allowed]

failed

swipe card entered

o——
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COMPOSITION: WORKFLOW

Employee Door
enter  open door AC unlock entered
‘ i
Employee Door
L authenticate 3 EnterCredentials authenticated
¥ RN [correct]
o—— % 1
.y N L7
v temtrsmesd | grant access for
5 seconds
Door :
[iIncorrect]
\ check access _ success
g 3 [allowed] failed
[not allowed]

failed

swipe card entered
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COMPOSITION: DESIGN

: Doar
Credential credentials .
< < - long lastAuthenticated
~ boolean check ( Credential credential)| '~ + veid unlock()
N\ ~ veid authenticate ( Credential givenCredential)
Card
Employee

- String data

~ create( String cata)
~ boolean check( Card otherCard)
~ String getData()

+ void openDocr( Door door )
~ void swipeCard( Door assel, Stiing dala)

target:Door

unlock(): void

1

I
>

I

currentTime := Sysiem.currentTimeMillis()
I

opt| , [ (currentTime - lastAuthenticated) <= 5000 ]
I

System.out.printin("Door opened successfully!")
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COMPOSITION: DESIGN

Credential credentials
<
~ boolean check( Credential credential) ..
/\
Card

§ ~ create(String cata) $
o bBoIean Tk T CA SeTCATT )
§ ~ String getData() '

target:Door

unlock(): void
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Docr

o, long lastAuthenticated

§ + void unlock () |
L-_veid authenticate (Credential givenCredential) |§

I
i
!

currentTime := Sysiem.currentTimeMillis()

opt| , [ (currentTime - lastAuthenticated) <= 5000 ]

System.out.printin("Door opened successfully!")




CONCERN REUSE PROCESS

1. Use the variation interface of the concern to

select the most appropriate feature(s)

* That provides the desired functionality -
* That maximizes positive impact on relevant
non-functional application properties

= This generates the generic models for the selected /
feature(s) of the concern \

2. Use the customization interface of the
generated models to adapt the generic model

elements to the application-specific model(s)

= This generates the application-specific models for the
selected feature(s) of the concern

3. Use the selected concern features within the
application model(s) according to the usage
interface

e — = L —e———00

|
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R =

QUESTIONS?

viale e E@e Q- r.q B I S e

- | Download jJUCMNav:

Bowwet 14 http://jJucmnav.softwareengineering.ca

StockWindow
+ void updateWindow ( Stock s )

Download TouchCORE:
http://www.cs.mcgill.ca/~joerg/SEL/TouchCORE.html
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